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First Defense for Your Company’s Computer Systems

Recently  the security
industry has encountered an
increaring necd for secure
aned um'umpmnrr’s.‘ng e
piler systems, e o the pro
Hferation af .hunn..-.'r.l-rrjp-
pling wirwses and compiter
hacking, Whar Med of tech-
aleapy v gvailable fo protect
My rmr.rrr'rrjn':rg center fram

enconntering thexe abtacks®

Hardware-hased frewall
and YIPM appliances such as
those made by SonicWaALL
(wwwe somicwnll.oom) can be
a great tood as yoor first line
of defense against hacking
attemipls and yvinsses, Most of

these devices include a fire-
will. VPN for remote access. and 1P

adidress munagemen tools, and come in
o variety of sizes and complexities 1o
beast suit vour business,
Hardware-based appliances such os
these openite on the premise of denying
all incoming server requests excepl those
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which you specify as required, such as ¢-
mail, Internet browsing, and those [P
addresses that are able to sccsss your net-
work remately. These tools also use
emcrypion to verily all incoming and out-
poing tasks, and the 1024-bit encryption
key can be st up to muiomatically change
as ablen as every server meapest, making
it nearly impossible for mappropriate
persons or applications 1o ghin acoess,
Hardware-based firewalls also can
work hond-in-hand with anti-virus sofi-
ware on ench of yourclient PCs by check-
ing thai the soltware is always running

and alwavs updated before allowing tha
compuier o gecess the Intemel or open
an e-mail anschrment. This h¢|'|'.|~: SN
that all viruses that do emter your internasl
netwark can be immediately quaraniined
withoul any spread or harm (o Your coin-
pany. Most hardwire firsswealls also will
do content-filtering of your emails,
allowing wou o block spam and mes-
sapes conteining explicit content,
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